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Digitization of the public administration in Germany

« Important topic of this politicalegislation period
« Alllayers of the OSI Modell are involved

IT-Services Applications Business Applications

DC-Infrastructure Clients

Network-related - Network-
: Monitoring
services management

Contracts & Procurement

Networkinfrastructure
Layer 1-3

Bundesministerium .
% des Innern, fiir Bau |[de-80Ve rrd]dl ne nt]
addressing tomorrow

und Heimat

10/2019] Seite2



Digitization program

« Until 2022every mblicadministrationservicein Germanyhas to

be provided online

« JointPortalNetwork® bundlesthe accesdo severaldifferent bund:

portalsinto asingle accesplatform

 |T serviceprovideof the federalgovernmentsupportspunycode

domainsandUTF8 for unicodecharacters

|:> First step to grant Universal Acceptance!
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IVOV-Public Administration Information Network

« Networkinfrastructuresareessentiafor the publicadministration
« Strongsecurityandhigh-availabilityfor all uselevels
« Consolidatiorof networksto

* respondto the threatlevel

« preventfuture attacks

« createtransparencyandreducecomplexity
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Universal Acceptance as part of the IT architecture

FederallT infrastructure supports UniversAlcceptancen

 DNS- domain names
 Webservers, Proxy serverserver systems
* Firewalls

Special character domains drardlyused. Domain names of the public
administrationusually are based abbreviations.

Speciakharacter domainare however fullysupported by the existing
infrastructure.

But not already guaranteed for each municipality or federal state infrastructure
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DNSIssues with strategic relevance

« Digital sovereigntyis affectedby upcommingDoH
« Crossborderinformationleakage
* BusinessaseDoHdatamining?
« Strengthen online reputation of public administration IT services

* Internal DNShamespaces must have a chain of resolution up to the
root zone on thdnternet

 DNS namespaces (internal and external) must h&l3sec
signature chain up to the root zone's certificate on limernet

* Reverse DNS must be set up via the déRjovernment

« Publicadministrationshaveto take overresponsibilityfor theirown DNS
infrastructure
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Thank you for your attention.

BMI Cl 5

Cl5@bmi.bund.de
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